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No. 1 9A12101 1201 7-Edu/Scho.

Government of India
Ministry of Tribal Affairs

(Scholarship & DBT)
216H, D-Wing Shastri Bhawan,

New Delhi, dated 
J 
( June 2017

To

The Registrar/ Administrator
Grantee Institutes (as Per list)

Subject: Notification in respect of Scheme National Fellowships and Scholarships for
Higher Education for STs, being inrplemented by Ministry of Tribal Affairs under

Section 7 of the Aadhaar (Targeted Delivery of Financial and Other

Subsidies, Benefits and Services) Act, 2016.

Sir/Madam,

Please find enclosed a Notification (No.1901210112017-Edu dated 30.5.2017)

published in Extraordinary Gazette of India (Annexure-l) in respect scheme, inter alia,

National Fellowships and Scholarships for Higher Education for STs, being

implemented by Ministry of Tribal Affairs, under Section 7 of the Aadhaar (Targeted

Delivery of Financial and Other Subsidies, Benefits and Servicers) Act, 2016 for necessary

action.

2. lt is requested that wide publicity through media and individual notices may be given

to the beneficiaries to make them aware of the requiremeirt of Aadhaar to i'eceive benefits

under the Schemes and they may be advised to get themselves enrolled at the nearest

enrolment centre available in their local areas by 30th June 2017 in respect of scheme in

case they are not enrolled.

3. The notification is applicable in all the states and UTs except the states of Assam,

Meghalaya and Jammu & Kashmir.

4. lt is also requested that instructions issued by UIDAI with regard to Do's and Don'ts

regarding usage of Aadhaar data (enclosed as Annexure-ll) may be adhered to in letter

and spirit to ensure security and privacy of UID data.
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Encl: (i) Notifications of
(ii) Do's and Don'ts

Yours faithfully,

(M

Under Secretary to Govt
lfa)
dia

scheme as above (Annexure-l)

fel 23383728
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<riqr +q-<iq, Tig-tFs'RE

MINISTRY OF TRIBAI AFFAIRS

NOTIFICATION

Nerv Delhi, the 30th'MaY,20I7

S.O- I7Z6CE).-\l,r[er63s, the use of Aadhaar as identity document for delivery of sen'ices or beneirts or

slbsidies sirnplifies the Government delivery processes, brings in transparency and efficiency and enables beneficiaries

to get their entitlements directly in a convenient and seamless manner and Aadhaar obviates the need for produeing

muttiple documents io prove one's identiry;

And rvhereas, the lvlinistry of Tribai Afiairs (hereinafter referred to as the Niinisiry.,l in ihe Governmant of

India is implementing rhe fotlowing Schemes (hereinafter referred to as the Schemes) through the respective

imptementing agenciei as per the tibt" b"lotu for the Scheduled Tribe sflrdents ftereinafter referred to as the

beneficiaries), namely :-

.n..

i,Io
Nonrc ofthe Schene T;yte of Scheme In p I enten ring Agencies

Pre-matric Scho iarship Scherrre ior
Scheduled Tribe Snrdents Snrdying in Class

IX and X
Sponsored

Scheme

Qrara r-l^\/prnmpni and I Ininn ie.rritorv

Adminisrration

2 Post-lvfatric Scholarship ibr Scheduled
Tribe Students

Centrally
Sponsored

Scheme

State Govemment and Union territory
Administration

J NationaI FelIou.ship and Scholarship tbr
Higher Education of Scheduled Tribe
Students

Central Sector

Schcme

Directly by the IvIinistry:

- Fellos'ship is paid to the student

- Schotarship is divided into hvo comPonents

x.ith one part for studeni and other tbr
corresponding institute or college or unilersiry

Scholarship to the Scheduled Tribe Sn:dents

tbr sF,rdies abroad

Central Sector

Scheme

The irnancial assis[ance is offered through

Minisiry of External Af[airs

And rvhereas. the aforesaid Schemes involve recurring expenditr-rre incr-Lrred from the Consolidated Fund of

lndia;
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Now therefore, in pursuance "{ 
dl" l'::i'l"n"l::"jl?1 n:j}-""f:i:':.:}1-i:"i,?:TiflfJ,l'l;:tX''?:"1

o** r.,f,",I',iyf:[?,lli[i,i#Jl:,!f:i;A;;rt,trq (hereinafter re^:.."d to as the said Act)' the centrar

#H;-;;;bv notifies the foliorving' namelv:-

t.(1) An individuat desirous "i :]i']ll-*,^o-"i"1':tr'l":::,,t|;""r,t":Tfi"t 
* herebv required to flimisir proof of

;;r.;;"" of Aadhaar number or undergo Aadhaar authentication'

Any individual desirous of avaiiing o:i"ot'ld::ll:,Y:::::1"."ti:"::1t"",il::Xfi*:iit?:':t":::i(2) 
fiy"T,U',t:fi.:,i"T?J;ffi#:j:ilffi#";;piv m,,^.^au..r enrormenr by the 30'h rune, 2017, provided

.r ,.:-:^-- ^€ ^-^ria- .l ^rth" caid Act and such individuals
[:'JlHiLTiifi i:'ffi;ft."'*, ",,..ii.';;."i'il;;i.e*ion 

3 orthe said Aor and such individuars

- rrrn A r .-,-t ^:ra '.^,^,, r'idai oov in) tbr AadhaarL"^rj*i'iliffi;'":::1ffi#;#"id^;"ii;i; ar urDAr weLsire rwwv.*idai.gov-in) rbr Aadhaar

enro[ment.

(3) As per regulation 12 of the Aadhaar (Enrolm

ScGmes ih" St"t" Govemment or Union terr

,rc n ion instin-rtions

who dhaar and in cas

such or Tehsil' the S

t facilities at

ity oflndia (

-e 
Pre-Matric

rough its im offer

-n.ollrd fo. f anY

thfough its ed to

oordination nlclue

provided frirtber that till the time Aadhaar is assigned to rhe individual benetrts under the schemes shall be

giventosuchindir,iduatssubjecttotheprodrrctionofthefollolvingdocuments'namely:-

(a) (i) if she or he has enrolled, her or his Aadhaar Enrolme'nt lD slip; or

(ii) a copy of her or his request made for Aadhaar enrolment' as

paragraph 2; and

(b) Any one of the foltow'ing documents, namely :-

() Voter IdentitY Card; or

specified in sub-ParagraPh (b) of

(ii) Permanent Accouni Number (PAN) Card: or

(ii| PassPort; or

(iv) Ration Card; ot-

(v) Bank or Post office Passbook rvith Photo; or

(vDCertiircateofidentityhavingphotoissuedbytheGazettedofficerorTehsildaronanofficialletter
head; or

(r'ii) Driving license issuedbv Licensing Authoritl"ttnder lhe lr'Iotor Vehicles act' 1988 (59 of 1988); or

(viii) Kisan Phoio Passbook; ot:

(ix).{nyotherdoctLmentasspeciiiecibytheMinishyorthestateGovemmentorUnionterriioB'
Administration :

pro'ided also [hac ihe above documents shatl be checked by an oiticer specitically designated by the fulinisiry

or'rte Siaie Govertrment or Union tenitory Administration tbr that purpose'

z. ln order to provide nefits to ihe beneficiaries under the Schemes' the Nlinistry

thro*gh i.s Impremeniing emment or union territory Administraiion ihrough iis

ImplemenringDepartmentssentsincludingthefollowing'namely:-
(a)

enrol.ment cent[es shall'be made available to them'
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(b) In case, the beneficiaries are not able to enroll due to non-availability of enrollment centres in the near vicinitl'

snch as in the Block or Taluka or Tehsil, the Ministry through its Implementing Agencies or the State

Government or Union tenitory Administration through its Implementing Departments is required to create

Aadhaar enrolment facilities at convenient locations, and the beneficiaries may be requested to register theii

requests for Aadl-raar enrolment by giving tJreir names, addresses, mobile numbers and other details as

spec.ified in the second proviso to sub-paragraph (3) of paragraph 1, with the concemed oflicials of the

Ministry or: the State Govemment or Union terriiory Administration or the educational institr,rtions or through

lhe rveb portal provided for the purpose.

3. This notification shall come into effect liom the dafe of its publication in the Official Gazette in all States and

Union territories except the States of Assam, Meghalaya and the siate of Jammu and Kashmir.

[F. No. No. 19012/01/2017-Edu]

RAJESH AGGARWAL, Jt. SecY-

erfdqE-ir

rs.-ffi, 30 qi, 2017

sir.Bn. 1727(Br).-+{r3ii'qT vgfrene,ii qr s$frftfr + cft<I{ * ftq qd qSqri-<RTAq h sq t edftllr f,.I

crqli Fc+Tfr cft-(cTq yfrqifr a1 s<-.fta-rq. +-.dl€, qR<Frar qt{ <eTin qmr A enr.riq<mGqi fi gftal$F 3nT

-- 

-c-S: ----c- 

---s-j:: 

-A;! : :-=s ..-._ ! -+-- 
-* 

+-+ ---+- -+ 

- 

+.'-f.- -.---rF + Frr
|{ql?JITf(qSEzFiE-d<n<q[+TTIT?IgTts-GIqTrI2r4ilf,ldslTT3{IEIT{T.Fil ld,ltit' +l qF-qr.r +r (llq(l "r'{.-l t' lq'.1,

lqlalq cy(|q"1 vt'g( t'/.i +l e{lq{qqr(lFltltltl n(al -R'

eir, :rrcd q.6R +r w+elfi-a illi q"rq-{ (R qsq ss'h q,ar< "ri"]q{' sEr iIzIT A, fu-s.(+-rfr d-rzt'i qt

€fue- d.|d-ii (Ffr qE-q qE6 q>rra Frarkfi ?{iiffiaq 6-€r -r{r 6) * rrae+ e +f,Tc ++zT{ ffic ?,]'rfE ,,1-{-{R-{

q-{qrffii } F<efr + sFTruni st=i<a. €fu-r ri.rs-c} fr {r{ra-.iT qT<r+ 6q (Fri. {st {{+ ot* 5q +-fl rr+r i)
-g--gtt {'lql-qq( "h( (61 6;

afu, +rqiF+q-q'erpaqq +1 r6r+m +ga-+ h sq t v-<n ffiq rciqm ffi qreqq t sfltr i-i. qfu

-.^\-i\\l-^\'>J----L+-.--=-..:-

FeffiT(-{f (|slEESqggfirrAlrlTiq-f,RT{Ql-I'Cf E),Sr3F|{f (qfg<(E+l[.tcq sqcleEl t(lql ql(l (, qql E(tr
--.:-4 ^>l>g-........c^l--g---- ^a-3{T(T(\F 3I{WS{1 vl{qffin tXTaI 6f ilnFf,s{fvtllqt't7{qt ('-{l tblfl gtl('1eU +(qls. ql(l -q;

aen, 5-<q+.rffi €n< _{fu sE"t.rr-H G=e Eq+ EE+ q2enq qTq<Tirrfr 6Er qqr A ?i-Tift-qiniq, Tft-{r,
eil-"rTftfl-qq- Tzrr fitr (R EE.i Es+ calT6' €gs <"-c + l-g-R".irq 6-{r'r+r A + Fc q ffiq FA-{f,r rt-rc'fr {frt-
Fft t sciT<. qr+ff qq ei-<GR( A

$id.:. e4E-iffiq sr"m< (ffi eir qq EEr-irH, T{Garfr' qi< ilqaii si- qRq< qi<<q) elfti?qq, zOto
(2016 Ft- 18) (fr'+ E{q Eq+ s}:rril .lF- eri*frle +Er rrrri "-nl fi "a-n 7 + sqd'fr *' eqv+r i ffiG< ,;-1qfrT

+-if i, q"+tE:-

1 (1) 6q h i{fa INR".rcri 6T Er-qlrT E<i. + EEs ffi a{fr n rq aniElo A ft.eE e+vi qltr BirPfi TiEciF €i+
qr eTa-R qqfufiF-{q 6ni, 55 5qg-9-<(' stl

(2) ffiq h eraiq ygRatn'+r srqi,T mi +i qEF iili zft di, ffi qie-+xar{ iiqT € a q ftti q-'fi ne'

3rT--rR + ftq {rq-ir{ € +.r+r-qr i so Ec, 2017 d4 qrqTr rr{ifi-+ Rq stT?-ia. sril-A{n, qft e€ s.n -ri}rft+q
fi zm:r 3 h e1gq1 3{r".lr{ erfl +-G +i / fr a+<n a .q}r ii qfu qrrrrr ilqiaq + frq R-fr ",fr .li-+R ilqisn.- ;'_'i

(A-at -1e6319-*;ia-STEz wrir,,w.uidai.gotr.in qa STqzA E) q< qT Ei6iTl

(3) qr,..rR (il-qi+{ d,fr z{Eitri) GG-qq. 2016 + ARry 12 + {tnir, q"roq fr, B-q+ sTqFrfi erfr51o61t-"*
;itqtq<iq1EqjiR_g qr".n< Trq-iffinfr'.rqvwafirifi qtei i, ft-aqr er"dr-=-- erfra+qrqiE;d€eqr

i <qr uG {iEifuf, <i+ :n dr(g+-i rf d-a€-d Gt qrqqm-h q=z t fr€ eiiarr ilq-iqq +< Rfd € ETq fi F{fr i,
{"T{f{ n sq+ 6rqi--q-{ qffi h qtaqc'fr'f.n.i.fiqqi t R-q.q-'q {FIETii }' q-q_;Ta t gaalE-{-fi eqrfr {t
?,irerr{ qI{tF{ gfrm we;a ffii- fi <ier {:
q-G{ qR.+J qr.m< Rq sii + nq-q il+i, qt 4-ffi + siq* qaft.fisftRn. ERraq c<R-6-G i arzqat!-

xgi+flqfiq(,rfr, q'+tq:-

(6) (i) {R sE il{iGd t di strfi en".1rc Trri+-{ q-{fl-{ cfi; a-r
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1.

z.

Read Aadhaar Act, 2016 and its Regulations carefully and ensure compliance of all the
provisions of the Aadhaar Aci,201,6 and its Regulations.
Ensure thai everyone involved in Aadhaar related work is well conversant with
provisions of Aadhaar Act, 2A!7 and its Regulations as well as processes, policies
specifications; ffuidelines, circular etc issued by ulDAl fr-or,r iime to tirne.
Create internal awareness about consequences of breaches of data as per Aadhaar Act,
2076.

4. Folfow the information securitv guidelines of UIDAI as released from time to time.
5. Full Aadhaar number display must be controlled only for the Aadhaar holder or various

special rofes/users having the need within the agency/department. Otherwise, by
default, all displays shou[d be masked.

5. Verifli that all data capture point and inforrnation dissemination points (website, report
etc) should comply with UIDAI's security requirements.

7. lf agency is storing Aadhaar number in database, data must be encrypted and stored.
Encryption- keys must be protected securely, preferably r.lsing HSMs. tf simple
spreadsheets are used, it mus.t be password protected and securely stored.

B. Access controls to data must be in place to make sune Aadhaar number along with
personally identifiable demographic data is protected.

9. For Aadhaar number look up in database, either encryptthe input and then look up the
record or use hashingto create Aadhaar number based index.

10. Regular audit must be.conducted to ensure Aadhaar number and tinked
data is protected.

L1". Ensure that en'lployees and ofFicials understand the irnplications of the confidentialitv
and data privacy breach.

12' An individuaI in the organization must be nrade responsible for protecting Aadhaar
tinked personal data. That person should be in charge of the security of system, access
control, audit, etc.

13. ldentify and preqent any potential data breach or publication of personal data-
l-4. Ensure swift action on any breach personal data.
l_5- Ensure no Aadhaar data is di_splayed or disclosed to external agencies or unauthorized

D ersons.
16. lnformed consent - Aadhaar holder should clearly be made aware of the usage, the data

being collected, and its usage. Aadhaar holder consent should be taken either on paper
or electronically,

1-7. Authentication choice - Wlren doing authentication, agency should provide multiple
ways to authenticate (fingerprint, iris, OTP)to ensure allAadhaar holders are able to use
it effectively.

18. Multi-factor for high securlty - When doing high value transactions, multi-factor
. authentication must be considered.
19. Create Exception handling mechanism on following lines-
20. lt is expected that a small percentage ofAadlraar holders will not be ableto do

biometric authentication. tt is necessary that a welt-defined exception handling
mechanism be put in place to ensure inclusion.



2L. Ii fingerprint is not working at all even a{ter using mLrlti-finger authentication, tlrerr

alternate such as lris or OTP rnust be provided.

22. li the schemes isfamily based (like PDS system), anyone in the family mttst be able to

authenticate'co avail tlre benefit. This ensures that even if one pei'son is unable to do

anyfingerprint authentication, someone else in the family is able to autltenticate' This

reduces the error rate significantly.
23. lf none of the above is worlcing (multi-finger, lris, anyone in family, etc.), then agency

must allow alternate exception handling schemes using card or PIN or other means.

24. All authentication usage must follow with notificationsy'receipts of transactions.

25. AII agencies implementing Aadhaar authentication must provide effective grievances

handling mechanism via multiple channels (website, call-center, mobile app, snls,

p hysica l-ce nter, etc.).
26. Get atl the applications using Aadhaar auciited & certified for its data security by

appropriate authority such as STQC/CERT-lN'

27. Use only STQC/UIDAI certlfied biometric devices for Aadhaar authentication'

DON'Ts FOR AADFiAAR USER AGE[*CIES/DEPARTTVIENTS

Do not publish any personal identifiable data including Aadhaar in public

domain/websites etc. Publication of Aadhaar details is pun ishable und er Aad h aar act.

Do not store biometric information of Aadhaar holders collected forauthentication.

Do not store any Aadhaar based data in any unprotected endpoint devices, such as PCs,

laptops or smart phones or tablets or any other devices.

Do not print/ciisplay out personally iden-tifiable Aadhaar data mapped with any other

departmental data such as on ration card/birth certificate/caste certificate/any other

certificate/document. Aadhaar number if required to be printed, Aadhaar number

should be truncated or masked. Onty last four digits of Aadhaar can be

clisplayed/p rinted.
Do not capture/store/use Aadhaar data withoctt consent of the resident as per Aacjhaai'

act. The purpose of use of Aadhaar information treeds to lre disclosed to the resident'

Do not disclose any Aadhaar related information to any external/unauthorized agerrc5'

or individual or entity.
Do not locate servers or other lT storage system/ devices lraving Aadhaar data outside

of a locked, fully secured and access-controlled roont

Do not permit any unauthorized peopte to access storeci Aadhaar data

Do not share Authentication license l<ey with any o-rher entity.
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